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Agenda 

ÂFedict and eID in Belgium  

ÂODF and signatures  

ÂDemo 

ÂInterop issues  

ÂQuestions  
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Belgium 
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Fedict in Belgium  

ÂFederale Public Service ICT  

ÂKnowledge center  

ÂE-gov projects  

Â E-ID, ... 

ÂOpen standards  

Â ODF, ... 

ÂOASIS 
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EID card in Belgium  

ÂID card = mandatory  

ÂPKI Smart card  

Â Standard smart card reader 

Â Middleware or eID applet 

Â8 M cards issued  

ÂSigning = legally binding  
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ODF and signatures 
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XML Digital Signatures  

ÂXML-DSIG 

Â Open standard (W3C) 

Â XAdES 

Â Open standard (ETSI) 

Â Compliant with EU directive 

Â Builds upon XML-DSIG 

Â From BES (basic) to X-L (everything) 

 

Â Attention:  

Â W3C Note not latest XAdES version => ETSI ! 
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ODF and Digital Signatures  

ÂODF 1.1 

Â Not supported / not forbidden 

ÂODF 1.2 

Â XML-DSIG 

Â Mentions XAdES 

Â Document / Macro / App-specific 
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ODF Document Signatures  

ÂNot to be confused with encryption  

ÂSign everything inside package  

Â META-INF/documentsignatures.xml 
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Demo 
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About the eID project  

ÂDeveloped by Fedict  

Â Open source: LGPL 

Â Lead: Frank Cornelis, PKI Expert 

ÂSigning ODF is only one part of it  

Â Signing other formats, trust lists etc 

Â Rationale: sign source documents, not only PDF 

ÂJava applet  

Â No middleware required 

Â Beta, but very stable 
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Interop issues  
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Implementations  

ÂOther implementations  

Â Office suite: OOo-family 

Â Server: SignServer.org, ODFDom ? 

ÂIssues with OOo  

Â 3.1 not signing everything 

Â Namespace prefix 

Â Certificate path not stored 

Â But: most / all fixed in 3.2 ? 
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Suggestions 

ÂOIC TC 

Â Define XAdES profile ? 

ÂMS-Office 2007/2010  

Â DSIG for OOXML, so what about ODF ? 

ÂOOo 

Â Nice work on the security wiki 

Â Add a "signature reason" input field 

Â Include full certificate path 

ÂGeneral  

Â Start with XML-DSIG using a library 
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Questions ? 

  bart.hanssens [at] fedict.be  
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More info  

ÂSignatures  

Â http://www.w3.org/TR/xmldsig-core/ 

Â http://www.etsi.org/WebSite/Standards/Standard.aspx 

Â http://www.oasis-open.org/committees/office (1.2 pt 3) 

ÂEID 

Â http://code.google.com/p/eid-applet/ 

ÂOther  

Â http://www.aleksey.com/xmlsec/ 

Â http://santuario.apache.org/ 

Â http://wiki.services.openoffice.org/wiki/Security 

Â http://www.primekey.se/Community/SignServer.org/ 

http://www.w3.org/TR/xmldsig-core/
http://www.w3.org/TR/xmldsig-core/

