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Fedict and the elD card In
Belgium




Federale Public Service ICT
Knowledge center

E-gov projects
A E-ID, ...

Open standards

A ODF, ... FedlCI’
OASIS @-novaling governm:
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ID card = mandatory

PKI Smart card ‘
=)
A Standard smart card reader 4l1 be )
A Middleware or elD applet Tl

I
=

8 M cards issued

Signing = legally binding
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ODF and signatures




XML-DSIG

A Open standard (W3C)

XAdES

A Open standard (ETSI)

A Compliant with EU directive
A Builds upon XML-DSIG

A From BES (basic) to X-L (everything)

Attention:

A W3C Note not latest XAdES version => ETSI !
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ODF 1.1
A Not supported / not forbidden

ODF 1.2
A XML-DSIG
A Mentions XAdES

A Document / Macro / App-specific

OASIS 19
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Not to be confused with encryption

Sign everything inside package

~

A META-INF/documentsignatures.xml
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Demo
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Developed by Fedict
A Open source: LGPL
A Lead: Frank Cornelis, PKI Expert

Signing ODF is only one part of it
A Signing other formats, trust lists etc
A Rationale: sign source documents, not only PDF

Java applet
A No middleware required
A Beta, but very stable
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@ E1D Applet Beta Site - SHIretoko' e
File Edit View History Bookmarks Tools Help
& v @& e e https://www.e-contract.befeid-¢ v | |[5]v 3,

'[@ elD Applet Beta Site ehy ~

fedict™™ elD Applet Beta Site

Home elD Applet Tests Feedback Developers Administrator

Via this page you can test the elD Applet Signature functionality. This test will demo the creation and verification of ODF
signatures. ODF signatures are also supported by OpenOffice.org version 3.1

/home/bart/Desktop/ODF12-Brochure-Metadata-EndUsers-ver0_2.odt Browse...

Uploaﬁ}

Done &
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@ E1D Applet Beta Site - SHIretoko' e
File Edit View History Bookmarks Tools Help
& v @& e e https://www.e-contract.befeid-¢ v | |[5]v 3,

'[@ elD Applet Beta Site ehy ~

fedict™™ elD Applet Beta Site

Home elD Applet Tests Feedback Developers Administrator

This page gives an overview of the uploaded ODF file.

File (click to download): ODF12-Brochure-Metadata-EndUsers-ver) 2.odt
File size: 15259 bytes

Add ﬁgnatur& Back

Done &
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ey E1D Applet Beta Site - SHIretoko' e
File Edit View History Bookmarks Tools Help
& v @& e e https://www.e-contract.befeid-: 7 v | [R5]v 3,
'[@ elD Applet Beta Site | o ~

fedict™™ elD Applet Beta Site

Home elD Applet Tests Feedback Developers Administrator

Via this page you can test the elD Applet Signature functionality. You will be signing the uploaded ODF document.

Reading out identity...

Details ==

Done =
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rli, Signature creation @
by

/\ OK to sign "ODF Document"?
\f/ Signature algorithm: SHA-1 with RSA

@ o | | ves

i) eID PIN? =

elD PIN: [#ee [ |

oK | | Cancel
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e SID AppIet Beta Site - SHiretoko EEE
File Edit View History Bookmarks Tools Help
& v @& e e https://www.e-contract.befeid-: 7 v | [R5]v 2|
'[@ elD Applet Beta Site | o ~

fedict™™ elD Applet Beta Site

Home elD Applet Tests Feedback Developers Administrator

This page gives an overview of the uploaded ODF file.

File (click to download): ODF12-Brochure-Metadata-EndUsers-ver) 2.odt
File size: 15259 bytes

Signer
SERIALNUMBER=77050117385, GIVEMNAME=Bart Bob, SURNAME=Hanssens, CN=Bart Hanssens (Signature), C=BE

Add Signature | Back

Done
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signed.odt (Signed) = OpenOfficiyorg Writer =0 e
File Edit View Insert Format Table Tools Window Help
[ 2 = — £
O IR Y O - 3 Q=P
—_ m - »
| |Heading 1 ~ | |Arial v||161 |~| & 4 A :
L 'EL} % ;2 K J_3, X Lq L J._5. o J_5;':. SA 7~
r-_{;- Digital Signatures x ||—
The following have signed the document content:
Signed by |Digital ID issued by Date
& Bart Hanssens (Signatur Citizen CA 10/25/2009 19:08:25
| | What';
(Bart Han
1 | (Draft 0.4
—_
; | ODF, a
: OpenDoq € The signatures in this document are valid
™
- spreadshe : —
: I:lffer]'ngs. View Certificate... Add... Bemove
- 2007sp2
: Of coursd (8] 4 Cancel Help hd
i version is._____ ) [e
£ 11 ¥
Page 1/ 2 | Default English (USA) STD @ | Outline Numbering : Level 1 | [ (] & (O]
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Interop Issues




Other implementations
A Office suite: OOo-family
A Server: SignServer.org, ODFDom ?

Issues with OO0
A 3.1 not signing everything
A Namespace prefix
A Certificate path not stored
A But: most/ all fixed in 3.2 ?
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OIC TC
A Define XAdES profile ?

MS-Office 2007/2010
A DSIG for OOXML, so what about ODF ?

000

A Nice work on the security wiki
A Add a "signature reason" input field

-~

A Include full certificate path

General
A Start with XML-DSIG using a library
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Questions ?

bart.hanssens [at] fedict.be




Signatures
A http://lwww.w3.0org/TR/xmldsig-core/
A http://www.etsi.org/WebSite/Standards/Standard.aspx
A http://www.oasis-open.org/committees/office (1.2 pt 3)

EID
A http://code.gooqgle.com/p/eid-applet/

Other

A http://www.aleksey.com/xmlsec/

A http://santuario.apache.org/

A http://wiki.services.openoffice.org/wiki/Security

A http://www.primekey.se/Community/SignServer.org/
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http://www.w3.org/TR/xmldsig-core/
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